Bkav' WAF

Bkav WAF |a thiét bi tudng Ira ting dung web gitp bao vé ting dung web va cac cudc tdn cdng DDOS thé hé méi ¢ thé bao vé
iing dung web va dich vu web dua trén nhiing cdng nghé cao cap, gitup khach hang tranh khéi nguy ca bi Itta dao, danh cap
thong tin, ...

Bkav WAF cung cédp cho quan tri vién kha nang giam sat theo thaoi gian thuc, dé dang
ti€p can, cau hinh vai giao dién truc quan dé st dung.

Tinh nang

CYBER SECURITY
SOLUTIONS AND SERVICES

Ngan chan tan cong
DdoS tang mang:

IP based DDoS attack, UDP based DDoS attack, TCP based
DDoS attack: WAF ngan chan tat ca cac két noi khéng
hop 18, cac géi tin gid mao. Chan tat cd cac cdng khéng
phai cng dich vu web, nhdm che ddu cac théng tin vé hé
théng. DSi véi cac kiéu tdn cong gay ngap lut, hé théng
sé ¢6 cd ché gidi han luu lugng, bang théng, tan xuat goi
tin xuéng d@é dich vu web c6 thé hoat ddng dugc binh
thudng.

Phat hién truy cap
bat thuong

Tu dong ngdn chan va canh bdo cho ngudi quan tri qua
SMS, email

Tu dong cap nhat
mau nhan dién

Tu dong cap nhat mau nhan dién tan céng lién tuc tu
trung tam kiém soat an ninh mang.

Theo doi luu lugng
theo thai gian thuc

Tang toc tng dung
web

Cung cap gidi phap giam sat luu lugng web, cac théng tin
vé luu lugng truy cap web gém dia chi IP, vi tri dia ly,
User-Agent, Referers,... Cung cdp cho ngudi quan tri cai
nhin téng quan va dé dang x{ ly va ndm bt khi c6 su c6
Xay ra.

Cung cap co ché can bdng tai théng minh gidp cho ting
dung hoat ddng mot cach hiéu qua va an toan, gidm
thiéu tiéu tén tai nguyén ctia may chl ting dung.
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Pam bao muc do6 san
sang cGia hé théng

Cung cdp céng cu dam bao cho hé théng luén sén sang
vGi nhiéu cong nghé can bang va chia tai thong minh.

Hé théng bao cao,
canh bao thong minh

Giao dién ngudi dung than thién, dé dang quan ly, trich
xudt bao cdo vé hé théng. Pinh ky gui bao cdo theo mau
gilp ngudi quan tri nam dugc tinh hinh hé théng ma
khéng can mat nhiéu thdi gian dé t6ng hap.

WAF - Ung dung
cong nghé Al Phong
chéng tan céng ting
dung web

- Command Injection

« Cross site scripting

« HTTP Pollution

+ LDAP Injection

- Path Travesal va LFI, RFI
+ SQL Injection

« XML Injection

Anti DDOS - Ung
dung cong nghé Al
dé phéng chéng tan
cong DDoS &
Application layer

« HTTP Slowloris
« HTTP Slowbody
« HTTP Slowread
« HTTP Flood

Cap nhat mau nhan
dién, dir liéu nguy co
tan céng tur hé thong
phan tich va chia sé
nguy co tan cdng mang
Viét Nam - Cuc An toan
thong tin (BOTTTT)

Cling véi BO thong tin va truyén théng luén cap nhat mai
nhat nhitng mau nhan dién, cdc hanh vi tdn cong dé dam
bdo an toan cho hé théng.
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Cac phién ban va
théng sé ky thuat

Feature

Branch and Small

Office

Enterprise

Hardware Specification

Data Center

10/100/1000Base-T Ports 4 6 4

10 GE SFP 0 0 4

Memory 8GB 16GB 32GB

USB Port 2 2 2
Production Performance

Throughput 50 Mbps 150 Mbps 500 Mbps

Height x Width x Length (inches)

Dimensions and Power

1,7x16,8x 14,0

3,5x17,2x 25,6

3,5x17,2x 25,6

Height x Width x Length (mm) 43 x 426 x 356 89 x437 x 650 89 x437 x 650
Weight 6,4 kg 26,31 kg 26,31 kg
Form Factor 1RU 2RU 2RU
AC Power Supply 100 - 240V, 200-240Vac 200-240Vac
60-50Hz /6-5A/50-60Hz /6-5A/50-60Hz
Power Consumption 260W 800W/1000W  800W/1000W
(Average / Maximum)
Operating Environment
Operating Temperature 5°C~35°C 5°C ~35°C 5°C~35°C
(41°F ~ 95°F) (41°F ~ 95°F) (41°F ~ 95°F)
Storage Temperature -40°C ~ 60°C -40°C ~ 70°C -40°C ~ 70°C
ge femp (-40°F ~ 140°F) (-40°F ~ 158°F)  (-40°F ~ 158°F)
8% ~ 90% 8% ~ 90% 8% ~ 90%
Humidity (non-condensing)  (non-condensing) (non-condensing)
FCCPart 15 FCCPart 15 FCCPart 15
. Class A, C-Tick, Class A, C-Tick, Class A, C-Tick,
Compliance

VCCI, CE, UL/cUL,
CB

VCCl, CE, UL/cUL,

CB

VCCI, CE, UL/cUL,
CB

Tru s& chinh: Toa nha Bkav, Khu d6 thi Yén Hoa, Cau Gidy, Ha Noi

bién thoai: (024) 37 677 090/ Ext: 1013 S6 fax: (024) 3868 4755

Website: security.bkav.com Email: security@bkav.com

Bkav TP. HCM: Sé 67, Pudng s6 3, Khu dan cu City Land, P. 7, Q. Go Vap, TP HCM
bién thoai: (028) 6296 6626 S6 fax: (028) 2253 6103
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