Bkav VPN GATEWAY

Hién nay, dich vu website, cong thong tin dién tr clia cac to chirc, doanh nghiép dang la dich
nham thuong truc cua hacker. Hau hét cac san pham phong chdng tan cong nhu Firewall,
IDS/IPS trén thi truong hién nay chua cé giai phap hiéu qua cho van dé nay.

Bkav VPN Gateway la thiét bi tao dudng truyén VPN, két ndi bao mat, tin cay gilra cac ca nhan,

van phong, tru s& & xa lai véi nhau dua trén dudng truyén internet co ban, hoac giiip maé rong thém
quy mo ha tang dich vu cua cac té chirc, cong ty, sd ban nganh doan thé. Bkav VPN Gateway cung
cap cac cong nghé xac thuc, bao mat VPN mdai nhat hién nay nhu sir dung chirky sé va xac thuc
nhiéu I6p. Bkav VPN Gateway c6 thé tich hop vao tat ca cac hé thong va c6 kha nang két néi vai
tat ca cac thiét bi VPN chuyén dung khac.

Tinh néng

Firewall acces

e Phan quyén nguoi dung VPN

e Phan quyén theo IP dich

* Phan quyén theo céng dich vu

» Phan quyén theo nhém phong ban

Quality of Service

e Gidi han bang théng theo nhdm nguoi dung

¢ Gidi han bang théng cho céc loai dich vu
Tinh nang co ban

CAS managerment - Quan ly cac két ndi véi cac dich vu
xac thuc tap trung

e HO tro két ndi vdi dich vu LDAP

o HO tro két ndi vai dich vu AP

e HO tro két ndi vdi dich vu Radius

Certificate managerment - Quan ly chirky s6
e Quan ly chirky s6 cong
e Quan ly chirky s noi bo
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VPN

» HO trg giao thic xac thuc SSL
» HO trg giao thic xac thuc IPSec
» HO tro giao thic xac thuc PPTP
Tinh nang co ban « VPN dép tng cac mé hinh Client-to-site va site-to-site
» HO trg phuong phap xac thuc stirdung Userpass
» HO trog phuong phép xac thuc strdung chirky sé
e HO tro xac thuc nhiéu 1ép
o HO tro gidi thuat ma hda: 3DES, AES-128, AES-256

Smart Feature

e Auto Completion
Tinh nang nang cao » Auto Suggestion

e Quick Definition

» Configuration wizard

Central site

Service provider.
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Bkav VPN Gateway

Site to site VPN
(Small Office)
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Remote access
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Cac phién ban Feature Branch and Enterprise Data Center

va thang soO Small Office

k)“( thuat Hardware Specification

) 10/100/1000Base-T Ports 4 6 12
Memory 8 16 32
USB Port 2 2 2
VPN Tunnels

Gateway-to-Gateway 1,000 2.500 3000
IPsec VPN Tunnels
Client-to-Gateway IPsec 6,000 10.000 15.000
VPN Tunnels
Gateway-to-Gateway 1000 2.500 3000
Open VPN Tunnels
Client-to-Gateway Open 3,000 6.000 8000
VPN Tunnels

Dimensions and Power

Height x Width x Length 1,7x168x140 3b5x17,2x256 35x172x56

(inches)

an:g;‘t xWidthxLength 5 1964356  89x437x650 89 x 437 x 650

Weight 6,4 kg 26,31 kg 26,31 kg

Form Factor 1RU 2 RU 2 RU

AC Power Supply 100 - 240V, 200-240Vac 200-240Vac
60-50Hz /6-5A/50-60Hz /6-5A/50-60Hz

Power Consumption 260W 800W/1000W 800W/1000W

(Average / Maximum)

Operating Environment

Operating Temperature 5°C~35°C 5°C~35°C 5°C ~35°C
(471°F ~ 95°F) (41°F ~ 95°F) (41°F ~ 95°F)
Storage Temperature -40°C ~ 60°C -40°C ~ 70°C -40°C ~ 70°C
(-40°F ~ 140°F)  (-40°F ~ 158°F) (-40°F ~ 158°F)
Humidity 8% ~ 90% 8% ~ 90% 8% ~ 90%
(non-condensing) (non-condensing) (non-condensing)
Compliance FCC Part 15 Class FCC Part 15 Class FCC Part 15 Class
A, C-Tick, VCCI, A, C-Tick, VCCI, A, C-Tick, VCCI,
CE, UL/cUL, CB CE, UL/cUL, CB CE, UL/cUL, CB
Tru sG chl.nh:Toa nha Bkav, Khu do6 thi Yén H?a, Cau Giay, Ha Noi Bkav
bién thoai: (024) 37 677 090/ Ext: 1013 S6 fax: (024) 3868 4755
Website: security.bkav.com Email: security@bkav.com

Bkav TP. HCM: Sé 67, Pudng s6 3, Khu dan cu City Land, P. 7, Q. Go Vap, TP HCM
bién thoai: (028) 6296 6626 S6 fax: (028) 2253 6103



